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Application Control 2018.1

Release Notes

Components in this Release

Component Version

Application Manager Agent 10.2.28.0
Application Manager Console 10.2.28.0
Analysis Server & Web Console 10.2.28.0
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Bugs Fixed

The following customer support issues have been resolved in this release:

ID Title Details

14241 | AsModLdr.sys causing BSoD when DRIVER_VERIFIER_DETECTED_VIOLATION which can blue screen the
using Driver Verifier box citing AsModLdr as the cause.

14252 | AM 10.1 FR2 - Wildcard & 8.3 AM 10.1 FR2 isn't processing Allowed File rules correctly when an
shortnames make file rule fail environment variable within an allowed path contains a tilde and the path

being evaluated has a wildcard.

14265 Standard Windows Apps delivered Setting a rule such as Block All Windows Store apps does not control

by Windows Store are not blocked these types of applications. As the application files are also owned by the
by Windows Store rules user SYSTEM they also pass Trusted Ownership rules.

14273 Process rule taking precedence Process Rule deny results are taking precedence over an Allow rule from
over other rules other rule types.

14279 | Windows 10 Fall Creators hangs on | During logoff or shutdown the user is just presented with a black screen.
logoff/shutdown if "Privilege
Discovery Mode" is enabled

14309 Extended auditing for 9000 events Extended auditing for 9000 events shows "lvanti" details within the meta
shows incorrect meta data data, rather than the denied process.

14319 | AM Agent crashes when VMware A fault in the ucrtbase.dll crashes AMAgent.exe.
AppVolumes application is launched

14337 | Application Control prevents HP With Application Control installed on a server, HP OpenView batch file
OpenView opcagt.bat running opcagt.bat returns the error message:
correctly

Input Error: Can not find script file "C:\bin\win64\OpC\opcagtw.vbs"

14345 Command lines containing When the command line for an application contains semicolons it can
semicolons can break process rule cause Process Rules within Application Control to fail to match.
matching

14365 Blocked AMMessage shows for Customer has policy configuration in audit mode

DLLs in audit only mode -

ShowMessageForBlockedDlls Configuration has "ShowMessageForBlockedDLLs" option enabled in

advanced settings

Users are getting an access denied messages for DLL files even though

the files are not being blocked.

56797 Helpdesk Portal 'Operator' Fails to Following an upgrade to 10.1 FR3 the 'Operator' Role is no longer able to
login login to the Application Control on demand Helpdesk Portal.

Windows Event Viewer however shows a successful login and assignment
of operator role.
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Known Issues and Limitations

The known issues and limitations are detailed on our Community site.

Supported Operating Systems and Technologies

The supported Operating Systems and Technologies are now detailed in the Application Control Maintained
Platforms Matrix.

Required Utilities and Components

Component Required Utilities and Components

Console Microsoft Windows Installer 5.0
Microsoft .NET Framework 4.6.x
Microsoft Visual C++ 2015 Redistributable Package

Agent Microsoft Windows Installer 5.0
Microsoft Visual C++ 2015 Redistributable Package

Web Service Microsoft Windows Installer 5.0
Microsoft Visual C++ 2015 Redistributable Package
Microsoft .NET Framework 4.6.x

Note: Please ensure that your endpoints are fully up to date with the latest patches from Microsoft. See
Document Number: 43407 for more details.

Further Help and Information

Information about installing, configuring, and using Application Control is available from our product help.
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